- 51 - 

WHAT IS CLAIMED IS: 

1. A contents control method for controlling a 
process on a receiving side which is applied to 
contents transmitted from a transmitting side to the 
receiving side, comprising the steps of: 

when a predetermined block of the contents 
transmitted from the transmitting side to the receiving 
side is an area where control information for 
controlling a process substance on the receiving side 
to the contents is added, adding the control 
information to the predetermined block; 

receiving a process designation concerning 
the contents transmitted from the transmitting side to 
the receiving side; and 

when information stored in a receiving side 
apparatus which receives the contents transmitted from 
the transmitting side, and the control information 
added to a block of the contents satisfy conditions 
corresponding to the received process designation, 
applying a process corresponding to the process 
designation to the received block. 

2. A contents control method according to claim 
1, wherein as the process corresponding to the process 
designation, reproduction of contents, copy of 
contents, storage in a non-processible area, storage in 
a processible area, display of attendant data 
accompanying contents, selection of an apparatus for 
transmission of contents, or bi-directional 
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communication between the transmitting side and the 
receiving side is carried out. 

3. A contents control method according to claim 

2, wherein when the predetermined block of the contents 
is an area where control needed/unneeded information 
indicative of need/non-need for control of the 
contents, and the control needed/unneeded information 
indicates "need for control", the step of adding the 
control information for controlling the process 
substance to the predetermined block includes a step of 
adding the control information to the predetermined 
block. 

4. A contents control method according to claim 

3, further comprising: when the predetermined block of 
the contents transmitted from the transmitting side to 
the receiving side is an area where falsification 
detection needed/unneeded information indicative of 
need/non-need for detection of a falsification of the 
contents is added, a step of adding the falsification 
detection needed/unneeded information and falsification 
detection information for performing the falsification 
detection to the predetermined block. 

5. A contents control method according to claim 

4 further comprising, when illegality to the received 
contents is detected on the receiving side, a step of 
stopping the process corresponding to the process 
designation and applied to the contents, and notifying 
information concerning the illegality to the 
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transmitting side or a third party. 

6. A contents control method according to claim 

5, wherein when the information stored in the receiving 
side apparatus and the information added to the 
received contents do not satisfy the conditions 
corresponding to the received process designation, when 
a falsification of the contents is detected by the 
falsification detection needed/unneeded information and 
the falsification detection information added to the 
received contents, or when modification and loss of the 
control information added to the contents and the 
information stored in the receiving apparatus are 
detected, detection of illegality is determined on the 
receiving side. 

7 . A contents control method according to claim 

6, wherein the information to be notified includes any 
one or more of pieces of information concerning the 
falsification of the contents, the modification of the 
control information, the modification of the 
information stored in the receiving apparatus, the 
received process designation, the contents, 
transmission source, and reception source. 

8 . A contents control method according to claim 
7 further comprising the steps of: 

adding history information indicative of the 
process substance applied to the contents; and 

when the history information contradictory to 
conditions of the control information added to contents 
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transmitted from the transmitting side to the receiving 
side is added, stopping the process applied to the 
contents, and notifying information concerning the 
process which includes any one or more of pieces of 
information concerning the contents, the transmission 
source and the reception source, to the transmitting 
side or the third party. 

9. A contents control system for controlling a 

process on a receiving side which is applied to 
contents transmitted from a transmitting side to the 
receiving side, comprising: 

a control information adding processor for 
adding, when a predetermined block of the contents 
transmitted from the transmitting side to the receiving 
side is an area where control information for 
controlling a process substance on the receiving side 
to the contents is added, the control information to 
the predetermined block; 

a process designation reception processor for 
receiving a process designation to the contents 
transmitted from the transmitting side to the receiving 
side; and 

a contents control processor for applying, 
when information stored in a receiving side apparatus 
which receives the contents transmitted from the 
transmitting side, and the control information added to 
a block of the contents satisfy conditions correspond- 
ing to the received process designation, a process 
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corresponding to the process designation to the 
received block. 

10. A contents control system according to claim 
9, wherein the contents control processor performs, as 
the process corresponding to the process designation, 
reproduction of contents, copy of contents, storage in 
a non-processible area, storage in a processible area, 
display of attendant data accompanying contents, 
selection of an apparatus for transmission of contents, 
or bi-directional communication between the 
transmitting side and the receiving side. 

11. A contents control system according to claim 
10 further comprising: 

a falsification detection information adding 
processor for adding, when the predetermined block of 
the contents transmitted from the transmitting side to 
the receiving side is an area where falsification 
detection needed/unneeded information indicative of 
need/non-need for falsification detection of the 
contents is added, the falsification detection 
needed/unneeded information and falsification detection 
information for performing the falsification detection 
to the predetermined block; and 

a falsification detection processor for 
stopping, when a falsification of the contents is 
detected by the falsification detection needed/unneeded 
information and the falsification detection information 
added to the contents transmitted from the transmitting 
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side to the receiving side, the process corresponding 
to the process designation and applied to the contents, 
and transmitting information concerning the 
falsification to the transmitting side or a third 
party. 

12. A contents control system according to claim 

11, wherein when history information indicative of the 
process substance applied to the contents is added to 
the contents and history information contradictory to 
conditions of the control information is added to the 
contents transmitted from the transmitting side to the 
receiving side, the process applied to the contents is 
stopped and information concerning the process is 
transmitted to the transmitting side or the third 
party. 

13. A contents transmitting apparatus for 
transmitting contents from a transmitting side to a 
receiving side, comprising: 

a contents reading processor for reading a 
predetermined block of the contents transmitted from 
the transmitting side to the receiving side; 

a control information adding processor for 
adding, when the read block is an area where control 
information for controlling a process substance on the 
receiving side which is applied to the contents is 
added, the control information to the block; and 

a contents transmitting processor for 
transmitting the block of the contents from the 



transmitting side to the receiving side. 

14. A contents transmitting apparatus according 
to claim 13^. wherein the control information is 
information for reproduction of contents, copy of 
contents, storage in a non-processible area, storage in 
a processible area, display of attendant data 
accompanying contents, selection of an apparatus for 
transmission of contents, or control of bi-directional 
communication between the transmitting side and the 
receiving side. 

15. A contents transmitting apparatus according 
to claim 14 further comprising a falsification 
detection information adding processor for adding, when 
the predetermined block of the contents transmitted 
from the transmitting side to the receiving side is an 
area where falsification detection needed/unneeded 
information indicative of need/non-need for 
falsification detection of the contents is added, the 
falsification detection needed/unneeded information and 
falsification detection information for performing the 
falsification detection to the predetermined block. 

16. A contents receiving apparatus for receiving 
contents transmitted from a transmitting side to a 
receiving side, comprising: 

a process designation reception processor for 
receiving a process designation concerning the contents 
transmitted from the transmitting side to the receiving 
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a contents receipt processor for receiving a 
block of the contents transmitted from the transmitting 
side to the receiving side; and 

a contents control processor for applying, 
when information stored in a receiving side apparatus 
which receives the contents and control information 
added to the block of the contents satisfy conditions 
corresponding to the received process designation, a 
process corresponding to the process designation to the 
received block. 

17. A contents receiving apparatus according to 
claim 16, wherein as the process corresponding to the 
process designation, reproduction of contents, copy of 
contents, storage in a non-processible area, storage in 
a processible area, display of attendant data 
accompanying contents, selection of an apparatus for 
transmission of contents, or bi-direction communication 
between the transmitting side and the receiving side is 
carried out. 

18. A contents receiving apparatus according to 
claim 17 further comprising a falsification detection 
processor for stopping, when a falsification of the 
contents is detected by falsification detection 
needed/unneeded information and falsification detection 
information added to the contents transmitted from the 
transmitting side to the receiving side, the process 
corresponding to the process designation and applied to 
the contents, and transmitting information concerning 



the falsification to the transmitting side or a third 
party. 

19. A contents receiving apparatus according to 
claim 18, wherein when history information indicative 
of the process substance applied to the contents is 
added to the contents, and history information 

contradictory to conditions of the added control 
information is added to the contents transmitted from 
the transmitting side to the receiving side, the 
process to the contents is stopped and information 
concerning the process is transmitted to the 
transmitting side or the third party. 

20. A program for causing a computer to function 
as a contents transmitting apparatus for transmitting 
contents from a transmitting side to a receiving side, 
wherein 

the computer is caused by the program to 
function as: 

a contents reading processor for reading a 
predetermined block of the contents transmitted from 
the transmitting side to the receiving side; 

a control information adding processor for 
adding, when the read predetermined block is an area 
where control information for controlling a process 
substance on the receiving side which is applied to the 
contents is added, the control information to the 
predetermined block; and 

a contents transmitting processor for 
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transmitting the predetermined block of the contents 
from the transmitting side to the receiving side. 

21. A program according to claim 20, wherein when 
the predetermined block of the contents transmitted 
from the transmitting side to the receiving side is an 
area where falsification detection needed/unneeded 
information indicative of need/non-need for 
falsification detection of the predetermined contents 
is added, the computer is caused to function as a 
falsification detection information adding processor 
for adding the falsification detection needed/unneeded 
information and falsification detection information for 
performing the falsification detection to the 
predetermined block. 

22. A program for causing a computer to function 
as a contents receiving apparatus for receiving 
contents transmitted from a transmitting side to a 
receiving side, wherein 

the computer is caused by the program to 
function as: 

a process designation reception processor for 
receiving a process designation concerning the contents 
transmitted from the transmitting side to the receiving 
side; 

a contents receipt processor for receiving a 
block of the contents transmitted from the transmitting 
side to the receiving side; and 

a contents control processor for applying. 



when information stored in a receiving side apparatus 
which receives the contents and control information 
added to the block of the contents satisfy conditions 
corresponding to the received process designation, a 
process corresponding the process designation to the 
received block. 

23. A program according to claim 22, wherein the 
computer is caused to function as a falsification 
detection processor for stopping, when a falsification 
of contents is detected by falsification detection 
needed/unneeded information and the falsification 
detection information added to the contents transmitted 
from the transmitting side to the receiving side, 
stopping the process corresponding to the process 
designation and applied to the contents, and 
transmitting information concerning the falsification 
to the transmitting side or a third party. 

24. A program according to claim 23, wherein when 
history information indicative of the process substance 
applied to the contents is added to the contents and 
history information contradictory to the conditions of 
the added control information is added to the contents 
transmitted from the transmitting side to the receiving 
side, the process applied to the contents is stopped 
and information concerning the process is transmitted 
to the transmitting side or the third party. 

25. A contents control method according to claim 
1, wherein the information stored in the receiving side 
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apparatus is information acquired by the receiving side 
apparatus from the transmitting side or a third party. 
26. A contents control method according to claim 

25, wherein the information acquired by the receiving 
side apparatus is information acquired concomitantly 
with authentication with the transmitting side or the 
third party. 



